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ABSTRACT

An electromagnetic signal receiver and methods for deter-
mining the noise level and signal power in a signal of interest
while the receiver is operating. In some embodiments, the
signal ofinterest is a GPS signal. The receiver includes a noise
source that provides a noise signal of known power during
intervals while the signal of interest is observed. By measur-
ing a signal-to-noise ratio for the signal of interest and the
noise power in the signal of interest, the noise level and signal
power of the signal of interest can be computed. Various
methods of making the measurements and computing the
power of the signal of interest are described. Applications of
the system and method are described.

13 Claims, 2 Drawing Sheets
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1
METHOD TO MEASURE TOTAL NOISE
TEMPERATURE OF A WIRELESS RECEIVER
DURING OPERATION

STATEMENT REGARDING FEDERALLY
FUNDED RESEARCH OR DEVELOPMENT

The invention described herein was made in the perfor-
mance of work under a NASA contract, and is subject to the
provisions of Public Law 96-517 (35 USC 202) in which the
Contractor has elected to retain title.

FIELD OF THE INVENTION

The invention relates to systems and methods to measure
noise in wireless receivers.

BACKGROUND OF THE INVENTION

An elegant noise measurement technique was developed as
part of radar research during WW II by Dr. Dicke. This
approach alternately measured the net power in a given pass-
band’s bandwidth of the system of interest versus a calibrated
noise source.

An extension of this approach is described in “A Noise-
Adding Radiometer for the Parkes Antenna”, T. J. Brunzie,
TDA Progress Report 42-92, October-December 1987. This
approach allowed continuous monitoring of the passband
total power. As with Dr. Dicke’s approach, the total power in
a bandpass is measured.

The next-generation GPS control system (OCX) requires
monitor receivers to measure the GPS signal levels. The
receivers measure the signal to noise ratios (SNRs), but the
noise level is required in addition in order to deduce the signal
levels. The initially proposed means to measure the noise for
these monitor stations was a process to measure the SNR of
each code, then use the Automatic Gain Control (AGC) level
to determine the bandpass power in each of the receiver’s
baseband spectra. Since the AGC operates after about 100 dB
of amplification, variations of gain in the receiver would
exceed the error budget for code power measurements. Also,
the AGC measures the noise in the total bandpass, while the
SNR measures the noise which has been filtered by the receiv-
er’s local model of the transmitted ranging code. The latter is
what is needed to translate from SNR to signal power. The
current invention measures the noise power after it has been
filtered by the code model, and is therefore what is needed to
translate the measured SNR to the received signal power.

There is a need for systems and methods that provide and
take advantage of a more accurate measure of noise tempera-
ture experienced by wireless receivers during operation.

SUMMARY OF THE INVENTION

According to one aspect, the invention features an electro-
magnetic signal receiver. The electromagnetic signal receiver
comprises an antenna configured to receive an electromag-
netic signal, the antenna having an antenna output terminal
configured to provide an antenna signal; a noise source con-
figured to provide a pre-defined noise signal at a noise source
output terminal; an attenuator configured to attenuate a signal
applied to an attenuator input terminal and to provide as
output at an attenuator output terminal an attenuated signal; a
switch having at least two switch input terminals and a switch
output terminal, the switch configured to accept at the at least
two input terminals a respective first signal to be switched and
a second signal to be switched, the switch configured to be
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controlled by a control module, and to successively connect a
respective one of the first signal to be switched and the second
signal to be switched to the switch output terminal under the
control of the control module, the first input signal consisting
of the pre-defined noise signal, and the second input signal
consisting of an attenuated copy of the pre-defined noise
signal applied to the attenuator input terminal and provided at
the attenuator output terminal; a directional coupler config-
ured to receive the antenna signal and configured to receive a
second signal from an output terminal of the switch, the
directional coupler configured to combine the antenna signal
and the second signal, the directional coupler having an out-
put terminal configured to provide the combined antenna
signal and the second signal as output; an analysis circuit
configured to receive from the output terminal of the direc-
tional coupler successive analysis circuit input signals, a first
analysis circuit input signal consisting of the combined
antenna signal and the first signal to be switched and a second
analysis circuit input signal consisting of the combined
antenna signal and the second signal to be switched provided
at the output terminal of the directional coupler, and to pro-
vide as output at an analysis circuit output terminal a result
based on the successive analysis circuit input signals; and a
control module in communication with the analysis circuit
and the switch and configured to control the analysis circuit
and the switch. The electromagnetic signal receiver is con-
figured to measure a power signal-to-noise ratio (SNR,) of
the received electromagnetic signal over a known integration
time, is configured to measure a noise power in the received
electromagnetic signal contained in a known frequency spec-
trum, is configured to calculate a signal power of the received
electromagnetic signal as a function of the power signal-to-
noise ratio and the noise power, and is configured to provide
the calculated signal power of the received electromagnetic
signal as the result. The receiver is configured to provide the
measured noise power as another result.

In one embodiment, the analysis circuit comprises at least
one of a filter, a preamplifier and a signal processing circuit.

In another embodiment, the analysis circuit is a GPS
receiver.

Inyet another embodiment, the analysis circuit is a cellular
telephone receiver.

In still another embodiment, the analysis circuit is a por-
table receiver.

According to another aspect, the invention relates to a
method of calculating a signal power of an electromagnetic
signal. An electromagnetic signal receiver comprises an
antenna configured to receive an electromagnetic signal, the
antenna having an antenna output terminal configured to pro-
vide an antenna signal; a noise source configured to provide a
pre-defined noise signal at a noise source output terminal; an
attenuator configured to attenuate a signal applied to an
attenuator input terminal and to provide as output at an attenu-
ator output terminal an attenuated signal; a switch having at
least two switch input terminals and a switch output terminal,
the switch configured to accept at the at least two input ter-
minals a respective first signal to be switched and a second
signal to be switched, the switch configured to be controlled
by a control module, and to successively connect a respective
one of the first signal to be switched and the second signal to
be switched to the switch output terminal under the control of
the control module, the first input signal consisting of the
pre-defined noise signal, and the second input signal consist-
ing of an attenuated copy of the pre-defined noise signal
applied to the attenuator input terminal and provided at the
attenuator output terminal; a directional coupler configured to
receive the antenna signal from the antenna output terminal
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and configured to receive a second signal from an output
terminal of the switch, the directional coupler configured to
combine the antenna signal and the second signal, the direc-
tional coupler having an output terminal configured to pro-
vide the combined antenna signal and the second signal as
output; an analysis circuit configured to receive from the
output terminal of the directional coupler successive analysis
circuit input signals, a first analysis circuit input signal con-
sisting of the combined antenna signal and the first signal to
be switched and a second analysis circuit input signal con-
sisting of the combined antenna signal and the second signal
to be switched provided at the output terminal of the direc-
tional coupler, and to provide as output at an analysis circuit
output terminal a result based on the successive analysis
circuit input signals; and a control module in communication
with the analysis circuit and the switch and configured to
control the analysis circuit and the switch; such that the elec-
tromagnetic signal receiver is configured to measure a power
signal-to-noise ratio (SNR) of the received electromagnetic
signal, is configured to measure a noise power in the received
electromagnetic signal, is configured to calculate a signal
power of the received electromagnetic signal as the product of
the power signal-to-noise ratio and the noise power, and is
configured to provide the calculated signal power of the
received electromagnetic signal as one result and the effective
system noise as another result. The method comprises the
steps of: providing an electromagnetic signal receiver; receiv-
ing an electromagnetic signal; operating the noise source to
generate a noise signal; combining the antenna signal and the
noise signal; analyzing the antenna signal and the noise signal
to obtain a signal-to-noise ratio for the antenna signal after
receiver processing and a noise power for the combined
antenna-receiver; computing a result comprising a power
level in the antenna signal using the signal-to-noise ratio and
the noise power; and performing at least one of recording the
result, transmitting the result to a data handling system, or to
displaying the result to a user.

In one embodiment, the electromagnetic signal is a GPS
signal.

In another embodiment, the steps of operating the noise
source, combining the antenna signal and the noise signal and
analyzing the antenna signal and the noise signal to obtain a
signal-to-noise ratio for the antenna signal and a noise power
for the antenna signal are repeated iteratively.

In yet another embodiment, the step of operating the noise
source comprises generating a noise signal that varies in
duration for different repetitions.

In still another embodiment, the step of operating the noise
source comprises generating a noise signal that varies in
power for different repetitions.

In a further embodiment, the step of computing a resultand
the step of performing at least one of recording the result,
transmitting the result to a data handling system, or display-
ing the result to a user are repeated.

In an additional embodiment, a signal at a constant level is
generated and injected through the directional coupler so that
the system noise can be measured in the absence of any
received electromagnetic signals.

The foregoing and other objects, aspects, features, and
advantages of the invention will become more apparent from
the following description and from the claims.

BRIEF DESCRIPTION OF THE DRAWINGS

The objects and features of the invention can be better
understood with reference to the drawings described below,
and the claims. The drawings are not necessarily to scale,
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emphasis instead generally being placed upon illustrating the
principles of the invention. In the drawings, like numerals are
used to indicate like parts throughout the various views.

FIG. 1is a schematic diagram that illustrates an exemplary
embodiment of a receiver modified to provide a noise tem-
perature measurement according to principles of the inven-
tion.

FIG. 2 is a flow diagram that illustrates the steps in an
exemplary embodiment of a method for determining a noise
temperature experienced by a receiver according to principles
of the invention.

DETAILED DESCRIPTION

The current invention is uses measurements of the Signal to
Noise Ratio (SNR), and changes in the SNR when calibrated
noise levels are added, to continuously monitor a particularly
useful portion of the noise while signals are actually being
received and used.

Measurement of Total Noise Power Spectral Density

We describe a method to measure the total noise power in
a GPS receiver, including contributions from the system tem-
perature, the antenna temperature, interference, lossy com-
ponents, and other noise sources. In order to monitor the
health of GPS satellites, it is advantageous to be able to
measure signal levels for each satellite that one observes. In
order to determine the signal level, one needs the noise power
in order to extract the signal power from the signal-to-noise
ratio (SNR). In operation, when a GPS receiver receives a
signal of interest, it is advantageous to be able to determine
the power level of the signal. This can be accomplished if one
can measure a signal-to-noise ratio, and then measure the
corresponding noise power. “Corresponding noise power”
means the noise power that is selected by the receiver cir-
cuitry, including the code despreading, and which affects the
SNR. One can then determine the signal power level from the
signal-to-noise ratio and the noise power level by multiplying
the corresponding noise power by the signal-to-noise ratio.
While the description will use a GPS receiver as an illustra-
tion, it is contemplated that the method could be applied to
receivers of other kinds.

GPS receivers are subject to receiving not only a signal of
interest, which can include a noise component, but also are
subject to receiving other signals that add to the receiver’s
effective noise background. Examples of such other signals
that can include noise or which may represent a pure noise
signal (e.g., that do not include any signal that the receiver is
intended to receive and process) include ambient electromag-
netic radiation which can range from 4 K background radia-
tion in deep space to 300 K background radiation in a typical
terrestrial location as well as intermediate temperatures such
as 150 K ambient in orbit around a planet such as Earth, radio
frequency signals in various spectral bands emitted by other
kinds of systems (such as radio signals, TV signals and cel-
Iular telephone signals including those emitted by cell phone
towers). In some instances, the broadcast frequency of signals
that represent pure noise may be within the acceptance band-
width of the GPS receiver, and can represent a significant
unwanted noise signal.

As a general description of the systems and methods used,
we inject a known level of noise before the preamplifier
periodically during normal tracking, which can be done with
a very low duty cycle, so that there is insignificant SNR loss
for the GPS signals being tracked. In some embodiments, one
can optionally use higher duty cycles for better precision.

Turning to FIG. 1, there is shown a schematic diagram that
illustrates an exemplary embodiment of a receiver modified
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to provide a noise temperature measurement according to
principles of the invention. Antenna 102 is used to receive a
signal of interest and to communicate that signal (including
its noise components) to a directional coupler 104, such as a
-20 dB directional coupler.

According to principles of the invention, a switch 110 is
provided to communicate one or more deliberately added
noise signals to the directional coupler 104. While the switch
110 is shown with two positions (A and B) in general the
switch can have two or more positions or switch terminals
that are configured to receive input signals. In the embodi-
ment illustrated in FIG. 1, switch 110 is configured to connect
a noise source 112 that provides a noise signal having a
predefined noise temperature, such as a 10000 K noise diode,
to the directional coupler 104, either directly using switch
position B, or by way of an attenuator 114 that provides a
predefined attenuation of the noise signal, such as a =20 dB
attenuator using switch position A. In one embodiment, the
attenuation is a 100% attenuation (e.g., open circuit) when
using switch position A. The switch 110 can include a control
module that allows switch 110 to be switched from one of its
positions to another of its positions under control of the con-
trol module, which in some embodiments can be a micropro-
cessor-based control module.

The directional coupler 104 combines the signal of interest
and the noise signal (when the noise signal is present) to
produce a combined signal, and provides the combined signal
to an analysis circuit 105 in the receiver. The analysis circuit
105 can include a filter 106, a preamplifier 108, signal pro-
cessing circuitry 109. A control module 118 is provided to
control the analysis circuit 105 and to control the switch 110.
In one embodiment, the combined signal is passed to a band-
pass filter 106 for filtering. The filtered signal is then passed
to a preamplifier 108, and then to a signal processing circuit
109 comprising additional conventional electronics that pro-
cess the signal to extract information encoded on the signal,
such as a signal processor based on a general purpose pro-
grammable computer. The control module 118 can also con-
trol the signal processing circuit 109. The analysis circuit can
compute as a result a value for the power in the signal of
interest as explained hereinbelow, and can record such result,
display such result to a user, and/or provide such result to
another apparatus such as a data handling system that can use
such value for other purposes. The result can be provided at
analysis circuit output terminal 116. The analysis circuit 105
and the control module 118 can each be implemented using
components such as 106 and 108 along with a general purpose
programmable computer that operates under the control of
instructions recorded on a machine readable medium. In
some embodiments, the analysis circuit 105 and the control
module 118 are implemented using separate general purpose
programmable computers. In some embodiments, the analy-
sis circuit 105 and the control module 118 are implemented
using the same general purpose programmable computer.

Alternative embodiments can have the switch positions A
and B configured to provide a known noise signal of pre-
defined noise temperature at one of the switch positions and
no deliberately added noise signal at another switch position.
In some embodiments, the switch can have multiple positions
A, B, C, ... N that provide between 1 and N discrete noise
temperature signals each having a known noise temperature,
where N is an integer greater than 1.

In one embodiment, a directional coupler is inserted into
the signal path of a GPS receiver before the preamplifier. The
coupling port is fed with a switch which can be controlled
from the receiver’s digital processing section. The switch can
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6

connect the coupling port to a noise source at a known power
level, or to a source with a much lower level.

Some of the advantages of the system and method include
the following. All noise sources affecting the received signal
are measured. Nearly continuous noise calibrations are made.
The effect on the performance of the GPS receiver while in
calibration can be less than 0.01 dB of SNR loss. Minimal
additional components are required to be added to the
receiver. The GPS receiver is used to measure the SNRs
required to solve for the noise level. Since this measurement
is referenced to the preamplifier input, it is insensitive to
variations in the receiver gain.

For purposes of description, we assume the received GPS
power in a given code is S, and the receiver has a system
temperature, T, and a RFI equivalent temperature, Tzz;.
The radiometer includes an external noise source that pro-
vides a noise with the equivalent temperature of T;. Using the
attached notional block diagram, depending on the switch
position, the receiver will measure a 1 second power SNR of

SNR p(position 1)=S//k(T, (eq 1)

ps

+T et To/10,000)]

SNRp(position 2)=S//k(T,+Trpr+Tx/100)] (eq 2)
One can divide eq 1 by eq 2 to get
SNRp(position 1) _ S/ k(Tyys + Trer + Tr /10, 000)] (eq 3)

SNRp(position 2) ~ S/ [k(Tgs + Trer + Tr/100)]

To simplify, one can ignore the term T,/10,000, and cancel
the k and S terms to obtain

SNRp(position 1) B Toys + Trey + T /100 (eq 4)
SNRp(position 2) — Toys + TrEr
Rearranging,
SNRp(position 1) Tr /100 (eq )
SNRp(position 2) Toys + Tret
Solving for T, 4Tz gives
Tr /100 (eq 6)

Tys + Trer =

[SNRp(position 1) /SNRp(position 2) — 1

This is the equation which was used to investigate the
effects of errors in each of the measurements, and in the
power from the noise source, as presented in Table 1. One can
also take the derivatives with respect to each term to see the
sensitivity of the measurement to errors in each of the terms.

In Table I, the columns (from the left to the right) represent
the following information: actual T, is the assumed receiver
temperature including any RFI; added noise is the equivalent
temperature of the added noise; signal power is the power in
the received signal; noise on is the dwell time of the deliber-
ately added noise; noise off is the duration that the deliberate
noise is off (or disconnected); SNRp is the signal-to-noise
ratio in terms of power (with no added noise); SNRp noise
ON is the signal-to-noise ratio in terms of power with added
noise; and Calc’d T, is the calculated system temperature.
The last two columns give the calculated error in T, in terms
of percent and dB.
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The rows of Table I represent example calculations as
follows. The first row is a calculation with the assumption that
there are no systemic or random errors present. As seen, the
resultis zero error. The signal-to-noise ratios calculated are in
the ratio 4:3, which is appropriate because the assumed
receiver temperature is 300K without added noise, and the
noise temperature with added 100K of noise is 400 K, (or
3:4).

The second set of data represents a calculation in which the
100K added noise is assumed to run 1% low (99 K) or 1%
high (101 K). In such instances, one estimates this contribu-
tion to the calculated system temperature will be approxi-
mately 1%.

The third set of data represents the one-sigma low and high
calculated values for SNRp, with the given values of Tsys and
signal power, and an integration time of 300%0.999 seconds.
In such instances, one estimates this contribution to the cal-
culated system temperature will be approximately 0.12%.

The fourth set of data represents the one-sigma low and
high calculated values for SNRp noise ON, with the given
values of Tsys, added noise, and signal power, and a noise-on
integration time of 300*0.001 seconds. In such instances, one
estimates this contribution to the calculated system tempera-
ture will be approximately 4%.

Optimized Estimation of the Noise Power of a GPS Receiver

In the present approach, we measure the noise power of a
GPS receiver by observing the SNR of a constant-power
signal with and without the injection of additional noise
power into the receiver. That is,

(T2)

and

(7b)

N

where 2 is the power SNR with only receiver noise present,
2 is the power SNR with both receiver noise and coupled-
in noise present,
S is the constant GPS signal power,
P, is the receiver noise power, and
P is the additional coupled-in noise power.
Eliminating S from Eqs. 7a and 7b, we solve for P,;and get

Pc

Py= ’ ®

+M|0M

letting us solve for the receiver noise power in terms of three
parameters: the coupled-in noise power and the two measured
SNRs. From this formula we can compute an estimate of the
uncertainty of the estimate of P, in terms of the uncertainties
of the three parameters. We can then use the formula for the
uncertainty to optimize the selection of the parameters.
Calculation of the Uncertainty of P,,and its Parameters
Assuming that the second-order partials aren’t too big, and
that the errors in Py, Z,, and Z, are uncorrelated (probably
untrue for 2, and X ,, whose measurement errors likely have a
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8

positive correlation—but we’ll ignore that), a good approxi-
mation to the variance of Py, is

o (PN)_(BPN] U'Z(PC)+( ) 2 (So) + (BPN) 0'2(2+]. ©

Now we need to define the Xs more precisely. For Eq. 8 to
make sense, the Xs have to refer to the same time interval. We
also have to distinguish between the power SNRs in the
equations above and the voltage SNRs reported by many
receivers. In order to keep these distinctions straight, we
adoptthenotation 25, to indicate a power SNR for an interval
t, and similarly 2., for a voltage SNR. Furthermore the P or
V may be followed by either 0 or + to indicate an SNR
measured with only system noise present, or system noise and
additional injected noise, respectively.

It is then true that

Zp, t:2Vt2 (10)

with the understandlng thatis v is the value reported by the
GPS receiver divided by v2, since the GPS considers both
in-phase and quadrature power. Also, as a function of time,

=, Ve (11a)

and

Sp o0t (11b)

The uncertainty of a voltage SNR measured over any inter-
val is 1. Actually this relation is strictly true only in the
high-SNR limit, but that is where one operates for the purpose
of'this calibration. It seems reasonable, because voltage SNR
is measured in units of noise amplitude.

The measurement scheme, then, is that one performs a
measurement for a time interval T, during which the external
noise is added during a fraction f of the time. It is immaterial
to the calculation whether the noise is injected during a single
interval of length fT or during several shorter intervals, but
practical considerations will certainly influence that choice.

With the conventions and rules given above, one can write
Eq. 8 more precisely as

Pc
Py = Zpo1 ’

(12

Zpit

where without loss of generality 1 second is selected as the
time interval for SNR measurements.

We now evaluate the right hand side of Eq. 9. We have
o(P~)=0.0525 P.. However, to maintain flexibility, we can
use a coefficient a. This error needs to account for both error
in the intrinsic power of the noise generator and error in the
coupling coefficient. The other terms are a little more com-
plicated. Consider o(Zz, ;). We measure the voltage SNR
during an interval (1-f)T with uncertainty

Oy, 1-pn=1- (13)

Then the voltage SNR for a 1-second interval is

_ Zyogu-nr (14)

Z =
Vo,1 o hT T



US 8,688,005 B2

9
with uncertainty
o(Syop) = o@yoa-nr) _ 1 (15)
vo,1/) = = .
V(1 -T V(1-NT
Now

16)

= 2
Zpo1=2p0,1,

so that

6(2130,1):221/0,16(21/0,1)

(where the operator d indicates a differential change), and one
can therefore write

an

2Zyg (18)

va-pr’

o(Zpo,1) = 2Zy10(2Zy0,1) =

By the same reasoning,

a9

22y

VT

o(Zpy1) =

The partial derivatives are straightforward:

9Py 20)
apc =
where
_ 1 _ Zpyg (21
" Zpot 1 T Zpog —Zpeg
Zpit
9Py —-PcQ? (22)
8Zpoy  Zpey
and
OPy PcZpo  OF (23)
8Zpri TR,
Substituting, Eq. 9 becomes
(24)

-PcQ? ]2 4301 +(PCEPO,1Q2 ]24234,1

a2 (Py) = (@PcQ)?
() =te CQ”(ZM ot \ T, )T

It is clear in Eq. 24 that minimizing o(P,) is going to
involving optimizing the parameters c, f, and ( . However,
we have to express Eq. 24 in terms of o, f, ) , and constant
parameters, not variables like P, 2., ;,and 2, | that depend
on () . We therefore substitute from Eqgs. 12 and 21
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10
PC:PN/Q > (25a)
from Eq. 10
2P, (25b)
again from Eq. 10
211/0,12:2130,1a (25¢)
and from Eq. 21
25d
Ipry = %Zpo,l, @0
and obtain
) _ ) 4(Q+1)2( 1 Q+1] (26)
U(PN)_P%,P +W 7t

This is the form needed. One can see what needs to be done
to minimize the variance of the estimate of receiver noise
power, P,. Reducing P, itself would help, but reducing it
wouldn’t help the relative error anyway. We cannot control
P, The parameter a.is isolated, so it is logical to want to make
that as small as possible. This can be accomplished by using
a well calibrated noise source and understanding how it is
coupled into the receiver.

Parameters () and f'are more interesting, since they inter-
act. The function we want to minimize (after stripping away
the constants) is

o+ 1]_ on

o L
ZQ. H)=@Q+1) (—+f—Q

1-f

We proceed in the usual way, solving the simultaneous
equations

9z ‘ _@+bheo-1 -
30" 0, leading to f = T o-1 - and

oz ‘ (-7 o
a7 =0, leading to Q = zf—_fl

Substituting Eq. 28b into Eq. 28a provides the equation
(£1)(3£-2)=0.

The solution f=1 is not what we want, so try {=%4. Then Eq.
28b gives () =V5, and Z=16. Performing variations around
this point in Z-space confirms that the stationary point is
indeed a minimum.

To summarize, the variance of the estimated receiver noise
power is minimized, for this scheme, when the additional
noise power is three times the receiver noise power (Eq. 25a),
and it is injected %5 of the time.

We now investigate the relative sizes of the terms in Eq. 26.
Recall that in the expression in brackets, the o term arises
from the uncertainty in the power transterred from the exter-
nal noise source, the 1/(1-f) term originates in the error in
measuring the receiver SNR with only its own noise present,
and the (Q +1)/(fQ ) term comes from the error in measuring
the receiver SNR with the external noise added. We can make

29)
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either of the measurement-noise terms dominate by letting
f—1 (running the noise source all the time), or by letting
0O —0 (adding too much external noise) or {—0 (never turn-
ing the external noise on). We can consider what happens
when operating at the optimum point =24, Q =V, Z=16.
Then the ratio of the 1/(1-f) term to the (Q +1)/(fQ ) term is
Y5, and the ratio of the o term to the combination of the
measurement-error terms is a’TX r0,/64. If we adopt
a=0.0525, as suggested above, then the ratio becomes 4.31x
107°T2 ro,1- The numerical coefficient is small, but with T=1
second and X PO,1:900/\/§ (typical strong signal), the ratio is
(4.32%107°)x(1)x900%/2=17.4, so the noise-source-calibra-
tion term dominates. Furthermore, it is a fixed error that can’t
be reduced by averaging multiple measurements, as the SNR
measurements can. If we want to improve this calibration
scheme, we should apply our effort to that error source.

The results above describe how to choose parameters such
as the noise source power and dwell to determine the noise
level with the best accuracy. In many applications, one also
needs to limit the loss of SNR for the signal of interest, and so
we can set the noise power and duty cycle of the noise-on time
to lower values.

Additional calculations have been performed using the
above theoretical considerations to analyze the receiver noise,
as presented in Table II.

FIG. 2 is a flow diagram that illustrates the steps in an
exemplary embodiment of a method for determining a noise
temperature experienced by a receiver. In applying the
method, a signal of interest is analyzed to determine a power
level in the signal. At step 202, the signal of interest is
received at the antenna of the GPS receiver. The received
signal is communicated to the GPS receiver on a continuous
basis, where it is measured as indicated in step 208. At step
204, a noise signal of known noise temperature and power
level is generated, for example by a noise source such as 112
of FIG. 1. The noise signal is connected to the GPS receiver
during a controlled time interval (controlled with regard to
duration and timing) at step 206, for example using a con-
trolled switch, such as the switch 110 of FIG. 1. The noise
signal is combined with the signal of interest in the GPS
receiver as indicated at step 208. The GPS receiver measures
a signal-to-noise ratio, as indicated at step 210. During the
time that the GPS receiver receives only the signal of interest,
the signal-to-noise ratio corresponds to the signal of interest
with any noise component that it may contain. During the
time that the GPS receiver receives both the signal of interest
and the generated noise signal, the signal-to-noise ratio cor-
responds to the signal of interest with any noise component
that it may contain plus the deliberately added noise. The state
of the noise-adding switch is communicated directly from
step 212 to step 210. By analyzing the time behavior of the
signal-to-noise ratio and comparing the observed values with
the known addition of a known noise signal, it is possible to
deduce the total system noise power including interference
noise power, and therefore to calculate the power of the signal
ofiinterest, as indicated at step 214. In step 212, the timing and
power of the injected noise signal are controlled.

The method can optionally include additional iterative
steps, either prior to computing a signal power value at step
214, or in addition to such computation, so that a series of
signal power values can be determined as a function of time.
By determining repeated signal power values, one can
improve the accuracy of such a measurement, or one can
observe whether the signal power is varying with time. The
optional steps are indicated by arrow 216, which indicates
that after step 212, a new noise signal is generated at step 204,
and the procedure embodied in steps 202 through 212 is
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repeated. In other embodiments, the arrow 218 indicating that
after step 212 a noise signal is again connected to the GPS
receiver at step 206, and steps 202, 208 through 212 are
performed. The optional steps can involve using a noise signal
of the same or of a different power level (for example by
passing a fixed generated noise signal through an attenuator
such as attenuator 114, or by using a different noise source
that generates a different known noise power level). In some
embodiments, the optional steps can involve connecting the
known noise source (or a number of known noise sources in a
known sequence) for varying time intervals, where the differ-
ent time intervals are known intervals that are controlled with
regard to duration and timing. The iterative steps 216 and 218
can be performed any desired number of times and in any
desired order.

When applied to a receiver which calculates the Signal to
Noise Ratio (SNR), the methods described hereinabove mea-
sure the total receiver system noise plus the receiver’s pro-
cessing loss. In some embodiments, the method is intended to
be used continuously during normal receiver function. The
measurements are sensitive to signal strength, system noise,
Radio Frequency Interference (RFI) strength, and processing
loss.

Applications

Various applications that rely on the determination of the
noise component of received signals are contemplated. Sev-
eral applications will now be described. In one application,
the method and result are used to recover from outages. In
another application, the method and result are used to debug
amobile receiver. In other applications, the method and result
are used to advise a user of wireless hardware how it may be
possible to improve reception.

1. Advanced Global Navigation Satellite Systems (GNSS)

In one application, one can monitor the received signal
power for each code produced by a Global Navigation Satel-
lite System (GNSS), such as GPS. This application is required
for the next generation of GPS ground control receivers. The
solution initially proposed was a design which would mea-
sure the SNR of each code, then use the Automatic Gain
Control (AGC) level to determine the bandpass power in the
receiver’s baseband signal. Since the AGC operates after
about 100 dB of amplification, variations of gain in the
receiver would exceed the error budget for code power mea-
surements. Also, the AGC measures the noise in the total
bandpass, while the SNR measures the noise which has been
filtered by the receiver’s local model of the transmitted rang-
ing code. The latter is what is needed to translate from SNR to
signal power.

The approach described here allows measurements of the
receiver total system noise with the required accuracy, and the
following features. The measurements can be made continu-
ously with negligible loss of SNR, due to the very low duty
cycle required for the noise-on periods. The measured varia-
tions in SNR are sensitive to noise that matches the spectral
content of noise important for our measurements, that is,
noise filtered by the receiver’s local model of the incoming
ranging codes. This approach has been adopted for the USAF
control stations used to monitor the GS satellite signals and to
generate solutions for the satellites’ orbits and clocks.

II. Dealing with GNSS Tracking Problems

It is believed that one can use the ability to distinguish
between signal power including losses, and system noise
including RFT to help debug and fix tracking problems within
GNSS receivers.

In one example, the current science receivers on the COS-
MIC 6-satellite constellation suffer a systematic tracking
problem on a particular receiver input. The systems and meth-
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ods for determining the characteristics of an impinging noise
signal is expected to allow one to determine if the fault is a
signal problem related to the antenna, or is caused by RFI
coupling in from a nearby instrument. Because receivers on a
satellite cannot easily be repaired, it is useful to be able to
determine the cause of an apparent malfunction, so that cor-
rective actions can be applied, or to determine that no correc-
tive actions are possible should that turn out to be the situa-
tion.

In other embodiments, these same considerations apply to
receivers used on the ground, and can be used to determine
causes and possible corrections for apparent malfunctions in
such receivers.

III. Applications Using Crowd Sampling

It is expected that the use the measurements to monitor RFI
received at multiple receivers can provide information about
a source of RFI. With a technique called “crowd sampling” it
is expected that intentional or accidental episodes of GNSS
signal jamming could be located and the jamming source’s
amplitude is expected to be estimated. Let some fraction of
the people carry a smartphone with a noise-calibrated GPS
receiver and a very low data-rate connection through which
each phone’s location and system temperature can be relayed
to a central location. Software running autonomously at this
location could monitor system temperature anomalies vs
locations from a large number of GPS receivers and solve for
the most likely amplitude and location for jamming sources.

The Department of Homeland Security is currently trying
to find a way to accomplish the continuous monitoring of GPS
jammers. As an example, in 2009 there were multiple inter-
ruptions of GPS service at the Newark airport, finally traced
to a trucker driving nearby with a GPS jammer, commonly
sold to prevent employer tracking of vehicles. In that event, it
took workers from the FAA two months to find the source.
(reference The Economist, “No jam tomorrow,” Technology
Quarterly: Q1 2011, Mar. 10, 2011) The capability described
above would allow realtime location of such jamming
sources. This capability would also be of great use to the DoD
in combat zones, where there is the potential for many small
jammers that could defeat the current detection approaches.
Applications at Communication Frequencies

It is expected that each of the three techniques (1., I1., and
III. above) can be applied in communication systems that
operate at standard communication frequencies. It is expected
that each of'the three techniques (1., II., and III. above) can be
applied in communication systems that operate at cell phone
frequencies. Itis expected that each of the three techniques (1.,
1I., and III. above) can be applied in communication systems
that operate at Industrial-Scientific-Medical (ISM) frequen-
cies (900 MHz, 2.4 GHz, 5 GHz) defined by the International
Telecommunication Union Radiocommunication Sector
(ITU-R) in 5.138, 5.150, and 5.280 of the Radio Regulations.
Cordless phones, Bluetooth devices, NFC devices, and wire-
less computer networks all use the ISM bands. The improve-
ments that are contemplated relate to both improving the
quality of the communication signal by optimizing the opera-
tion of a receiver, as well as improving localization methods
that are becoming common in mobile devices such as per-
sonal GPS receivers and smartphones that include GPS (or
GPS-like) localization capability.

Other Applications

It is expected that variations of the method can be applied
using one or more signals deliberately added instead of
“white noise,” including applying the method using pseudo-
random noise or “chirp” signals that cover a range of frequen-
cies. This allows the ambient spectral noise density to be
monitored without the presence of a signal in each frequency
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band that is monitored. Possible applications include the use
of'the method for automated searches done by routers or other
equipment with a choice of frequencies to select the preferred
low-noise communication channels autonomously and con-
tinuously. That is, after one channel is selected the equipment
would continue to look for better channels, and as improved
communication is identified, the channel can be exploited.

It is also expected that one can use such deliberately added
signals to accomplish crowd sampling-type applications in
the absence of a signal source, for GNSS and for other appli-
cations.

DEFINITIONS

Unless otherwise explicitly recited herein, any reference to
an electronic signal or an electromagnetic signal (or their
equivalents) is to be understood as referring to a non-volatile
electronic signal or a non-volatile electromagnetic signal. A
non-volatile signal is a signal that is amenable to being mea-
sured, recorded, or otherwise employed.

The term “noise” as used here refers to power in a spectrum
of interest that is in addition to the desired signal power, and
which tends to obscure the signal. In communication systems,
such as cell phones, the noise level is a factor that limits the
rate of reliable data exchange. For radiometric systems, such
as GPS receivers, noise limits the accuracy with which time
and position can be determined

Asused herein the term “electromagnetic signal” is used to
denote a signal that is being transmitted from an external
device to the electromagnetic signal receiver, while the term
“antenna signal” refers to the signal exiting an antenna in
response to a received “electromagnetic signal.”

Recording the results from an operation or data acquisition,
such as for example, recording results at a particular fre-
quency or wavelength, is understood to mean and is defined
herein as writing output data in a non-transitory manner to a
storage element, to a machine-readable storage medium, or to
a storage device. Non-transitory machine-readable storage
media that can be used in the invention include electronic,
magnetic and/or optical storage media, such as magnetic
floppy disks and hard disks; a DVD drive, a CD drive that in
some embodiments can employ DVD disks, any of CD-ROM
disks (i.e., read-only optical storage disks), CD-R disks (i.e.,
write-once, read-many optical storage disks), and CD-RW
disks (i.e., rewriteable optical storage disks); and electronic
storage media, such as RAM, ROM, EPROM, Compact Flash
cards, PCMCIA cards, or alternatively SD or SDIO memory;
and the electronic components (e.g., floppy disk drive, DVD
drive, CD/CD-R/CD-RW drive, or Compact Flash/PCMCIA/
SD adapter) that accommodate and read from and/or write to
the storage media. Unless otherwise explicitly recited, any
reference herein to “record” or “recording” is understood to
refer to a non-transitory record or a non-transitory recording.

As is known to those of skill in the machine-readable
storage media arts, new media and formats for data storage
are continually being devised, and any convenient, commer-
cially available storage medium and corresponding read/
write device that may become available in the future is likely
to be appropriate for use, especially if it provides any of a
greater storage capacity, a higher access speed, a smaller size,
and a lower cost per bit of stored information. Well known
older machine-readable media are also available for use under
certain conditions, such as punched paper tape or cards, mag-
netic recording on tape or wire, optical or magnetic reading of
printed characters (e.g., OCR and magnetically encoded sym-
bols) and machine-readable symbols such as one and two
dimensional bar codes. Recording image data for later use
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(e.g., writing an image to memory or to digital memory) can
be performed to enable the use of the recorded information as
output, as data for display to a user, or as data to be made
available for later use by a data handling system. Such digital
memory elements or chips can be standalone memory
devices, or can be incorporated within a device of interest.
“Writing output data” or “writing an image to memory” is
defined herein as including writing transformed data to reg-
isters within a microcomputer.

16

obtained in the operation of the general purpose computer can
be stored for later use, and/or can be displayed to a user. At the
very least, each microprocessor-based general purpose com-
puter has registers that store the results of each computational
step within the microprocessor, which results are then com-
monly stored in cache memory for later use.

Many functions of electrical and electronic apparatus can
be implemented in hardware (for example, hard-wired logic),
in software (for example, logic encoded in a program operat-
ing on a general purpose processor), and in firmware (for

“Microcomputer” is defined herein as synonymous with 10 example, logic encoded in a non-volatile memory that is
microprocessor, microcontroller, and digital signal processor invoked for operation on a processor as required). The present
(“DSP”). It is understood that memory used by the micro- invention contemplates the substitution of one implementa-
computer, including for example instructions for data pro- tion of hardware, firmware and software for another imple-
cessing coded as “firmware” can reside in memory physically s mentation of the equivalent functionality using a different one
inside of a microcomputer chip or in memory external to the of hardware, firmware and software. To the extent that an
microcomputer or in a combination of internal and external implementation can be represented mathematically by a
memory. Similarly, analog signals can be digitized by a stan- transfer function, that is, a specified response is generated at
dalone analog to digital converter (“ADC”) or one or more an output terminal for a specific excitation applied to an input
ADCs or multiplexed ADC channels can reside within a 20 terminal ofa “black box” exhibiting the transfer function, any
microcomputer package. It is also understood that field pro- implementation of the transfer function, including any com-
grammable gate array (“FPGA”) chips or application specific bination of hardware, firmware and software implementa-
integrated circuits (“ASIC”) chips can perform microcom- tions of portions or segments of the transfer function, is con-
puter functions, either in hardware logic, software emulation templated herein, so long as at least some of the
of' a microcomputer, or by a combination of the two. Appa- 5 implementation is performed in hardware.
ratus having any of the inventive features described herein can Theoretical Discussion
operate entirely on one microcomputer or can include more Although the theoretical description given herein is
than one microcomputer. thought to be correct, the operation of the devices described

General purpose programmable computers useful for con- and claimed herein does not depend upon the accuracy or
trolling instrumentation, recording signals and analyzing sig- validity of the theoretical description. That is, later theoretical

: e 30 : .
nals or data according to the present description can be any of developments that may explain the observed results on a basis
apersonal computer (PC), a microprocessor based computer, different from the theory presented herein will not detract
a portable computer, or other type of processing device. The from the inventions described herein.
general purpose programmable computer typically com- Any patent, patent application, or publication identified in
prises a central processing unit, a storage or memory unit that 35 the specification is hereby incorporated by reference herein in
can record and read information and programs using its entirety. Any material, or portion thereof, that is said to be
machine-readable storage media, a communication terminal incorporated by reference herein, but which conflicts with
such as a wired communication device or a wireless commu- existing definitions, statements, or other disclosure material
nication device, an output device such as a display terminal, explicitly set forth herein is only incorporated to the extent
and an input device such as a keyboard. The display terminal 2 that no conflict arises between that incorporated material and
can be a touch screen display, in which case it can function as the present disclosure material. In the event of a conflict, the
both a display device and an input device. Different and/or conflict is to be resolved in favor of the present disclosure as
additional input devices can be present such as a pointing the preferred disclosure.
device, such as a mouse or a joystick, and different or addi- While the present invention has been particularly shown
tional output devices can be present such as an enunciator, for 45 and described with reference to the preferred mode as illus-
example a speaker, a second display, or a printer. The com- trated in the drawing, it will be understood by one skilled in
puter can run any one of a variety of operating systems, such the art that various changes in detail may be affected therein
as for example, any one of several versions of Windows, or of without departing from the spirit and scope of the invention as
MacOS, or of UNIX, or of Linux. Computational results defined by the claims.

TABLE I
actual added Signal noise noise SNRp Cale’d error in calc
Tsys noise power on off SNRp noise ON  Tsys Tsys
(K) (X) dBm (s) (s) (1 sec) (1 sec) (X) (%) (dB)
Baseline prediction
300 100 -130 0.001  0.999 24147.87 18110.90 300.00  0.00 0.00
error in added noise
300 99 -130 0001  0.999 24147.87 1815629 303.03  1.01 0.04
300 101 -130 0.001  0.999 24147.87 1806573 297.03 -0.99 -0.04
error in measured SNRp
300 100 -130 0.001  0.999 24140.62 1811090 300.36  0.12 0.01
300 100 -130 0.001  0.999 2415511 1811090 299.64 -0.12 -0.01



US 8,688,005 B2

17
TABLE I-continued
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actual added Signal noise noise SNRp Cale’d error in calc
Tsys noise power  on off SNRp noise ON  Tsys Tsys
X) (X) dBm (s) (s) (1 sec) (1 sec) (K) (%) (dB)
error in measured SNRp with noise
300 100 -130  0.001  0.999 24147.87 17929.79 28835 -3.88  -0.17
300 100 -130  0.001  0.999 24147.87 18292.01 31237 412 0.8
TABLE II
Case 1
a 0.047129 o 0.002221100 o (8B) 0.200000
T(s) 300.0 Z 16.0000
Zpo 405000.00 4Z/TSpg,, 0.00000053
0.66666667 0/(4Z/TZpo,;)  4216.6196098
Q="PyPc 0.33333333 o(Py)/Py 0.04713414
o(Py) (dB) 0.2000
Case2
a 0.047129 o2 0.002221100 o (8B) 0.200000
T(s) 300.0 Z 8004.0040
Spo 405000.00 4Z/T2pg, 0.00026351
f 0.00100000 0/(4Z/TZpo 1) 8.4290205
Q="PyPc 1.00000000 O(Py)/Pyy 0.04984583
O(Py)/Py (dB) 0.2113
What is claimed is: . signal consisting of said combined antenna signal and
1. An electromagnetic signal receiver, comprising: said second signal to be switched provided at said output
an antenna configured to receive an electromagnetic signal, terminal of said directional coupler, and to provide as
said antenna having an antenna output terminal config- output at an analysis circuit output terminal a result
ured to provide an antenna signal; based on said successive analysis circuit input signals;
a noise source configured to provide a pre-defined noise , and
signal at a noise source output terminal; a control module in communication with said analysis
an attenuator configured to attenuate a signal applied to an circuit and said switch and configured to control said
attenuator input terminal and to provide as output at an analysis circuit and said switch;
attenuator output terminal an attenuated signal; such that said electromagnetic signal receiver is configured
a switch having at least two switch input terminals and a 49 to measure a power signal-to-noise ratio (SNR ) of said
switch output terminal, said switch configured to accept received electromagnetic signal, is configured to mea-
at said at least two input terminals a respective first sure a noise power in said received electromagnetic sig-
signal to be switched and a second signal to be switched, nal, is configured to calculate a signal power of said
said switch configured to be controlled by a control received electromagnetic signal as the product of said
module, and to successively connect a respective one of 45 power signal-to-noise ratio and said noise power, and is

said first signal to be switched and said second signal to
be switched to said switch output terminal under the
control of said control module, said first input signal
consisting of said pre-defined noise signal, and said
second input signal consisting of an attenuated copy of
said pre-defined noise signal applied to said attenuator
input terminal and provided at said attenuator output
terminal;

a directional coupler configured to receive said antenna
signal from said antenna output terminal and configured
to receive said first signal or said second signal from the
output terminal of said switch, said directional coupler
configured to combine said antenna signal and said first
signal or said second signal, said directional coupler
having a directional coupler output terminal configured
to provide as output said combined antenna signal and
said first signal or said second signal;

an analysis circuit configured to receive from said output
terminal of said directional coupler successive analysis
circuit input signals, a first analysis circuit input signal
consisting of said combined antenna signal and said first
signal to be switched and a second analysis circuit input
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configured to provide said calculated signal power of
said received electromagnetic signal as said result.

2. The electromagnetic signal receiver of claim 1, wherein
the antenna signal is replaced by an internally generated
signal of constant power.

3. The electromagnetic signal receiver of claim 1, wherein
said analysis circuit comprises at least one of a filter, a pream-
plifier and a signal processing circuit.

4. The electromagnetic signal receiver of claim 1, wherein
said receiver is a GPS receiver.

5. The electromagnetic signal receiver of claim 1, wherein
said receiver is a cellular telephone receiver.

6. The electromagnetic signal receiver of claim 1, wherein
said receiver is a portable receiver.

7. A method of calculating a signal power of an electro-
magnetic signal, comprising the steps of:

providing an electromagnetic signal receiver, comprising:

an antenna configured to receive an electromagnetic sig-
nal, said antenna having an antenna output terminal
configured to provide an antenna signal;

anoise source configured to provide a pre-defined noise
signal at a noise source output terminal;
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an attenuator configured to attenuate a signal applied to

an attenuator input terminal and to provide as output
at an attenuator output terminal an attenuated signal;

a switch having at least two switch input terminals and a

switch output terminal, said switch configured to
accept at said at least two input terminals a respective
first signal to be switched and a second signal to be
switched, said switch configured to be controlled by a
control module, and to successively connect a respec-

analysis circuit and said switch;

20

nal, is configured to calculate a signal power of said
received electromagnetic signal as the product of said
power signal-to-noise ratio and said noise power, and is
configured to provide said calculated signal power of
said received electromagnetic signal as said result;
receiving a electromagnetic signal;
operating said noise source to generate a noise signal;
combining said antenna signal and said noise signal;
analyzing said antenna signal and said noise signal to

tive one of said first signal to be switched and said 10 biai ional - o i d ional and
second signal to be switched to said switch output Z;g;?ea Sé%i; }toc;-rslaoilsea;atzgnaozisalllale.lntenna sigatat
terminal under the control of said control module, said i P It .. ghat; tevel i d
first input signal consisting of said pre-defined noise COMPpUUINE @ Tesull COMPIISILE & power fevel in sal
signal, and said second input signal consisting of an antenna signal using said 51gne.11-t0-n01se ratio and said
attenuated copy of said pre-defined noise signal 15 no1se power for said antenna S{gnal; .and .
applied to said attenuator input terminal and provided per.formu.lg at least one of recordlng said result, transmit-
at said attenuator output terminal; ting said result to a data handling system, or to display-
a directional coupler configured to receive said antenna ing said result to auser. . . .
signal from said antenna output terminal and config- 8. The electromagnetic signal receiver of claim 7, wherein
ured to receive said first signal or said second signal 20 the antenna signal is replaced by an internally generated
from the output terminal of said switch, said direc- signal of constant power. . .
tional coupler configured to combine said antenna 9. Th.e me thod of calgulatlng asigh al power of an electrg-
signal and said first signal or said second signal, said magnetic signal .Of claim 7, wherein said electromagnetic
directional coupler having a directional coupler out- 51g1n;11 "1[§ha GPSh51§nafl. leulati ional £ )
putterminal configured to provide as output said com- 25 - the method of calculating a sighal power o an eec-
bined antenna signal and said first signal or said sec- tromagnetic signal of claim 7, wherein said steps of operating
ond signal: said noise source, combining said antenna signal and said
ananalysis ci’rcuit configured to receive from said output no ise signal ar}d ana.lyzing said. antenna sign. al. and said noise
terminal of said directional coupler successive analy- mgr}al to obtain a S1gh: al-to-noise ratio for said elec.t romag-
sis circuit input signals, a first analysis circuit input 30 netic signal a?dal?mse power for said electromagnetic signal
signal consisting of said combined antenna signal and are repeated iteratively. . .
said first signal to be switched and a second analysis 11. The method of calculating a signal power of an elec-
circuit input signal consisting of said combined trqmagr.letic signal of claim 10, Wherei.n said step of pperating
antenna signal and said second signal to be switched said noise source comprises generating a noise signal that
provided at said output terminal of said directional 35 Varllgs ﬁduratlﬁn dforfdlflferi:nt. repetlponsl. £ )
coupler, and to provide as output at an analysis circuit - Lhe method of calculating a signal power of an eec-
output terminal a result based on said successive tromagnetic signal ofclalm 10, Wherel.n said step ofp perating
analysis circuit input signals; and said noise source comprises generating a noise signal that
a control module in communication with said analysis Var11§S %powelilf%r dilﬂffeienf re?petlthns. | £ )
circuit and said switch and configured to control said 40 - the method of calculating a sighal power of an elec-

tromagnetic signal of claim 10, wherein said step of comput-

ing a result and said step of performing at least one of record-
ing said result, transmitting said result to a data handling
system, or displaying said result to a user are repeated.

such that said electromagnetic signal receiver is configured
to measure a power signal-to-noise ratio (SNR ) of said
received electromagnetic signal, is configured to mea-
sure a noise power in said received electromagnetic sig- L
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